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About I&A



Identity & Access Management

ÅCreated in 2013 to streamline CMS business functions

ÅOne account allows access to three other sites:

ÅPECOS (Medicare enrollment)

ÅNPPES (NPI management)

ÅEHR Incentive Program (Medicaid Promoting Interoperability Program)

ÅCreating an I&A account does not automatically enroll users in 
Medicare, register for NPI, the Promoting Interoperability Program, or 
perform any other actions in these systems



Identity & Access Management

ÅUsers may be providers or other individuals employed by organizations 
needing access to business functions

ÅAuthorized users can:

ÅAdd and manage staff for employers

ÅConduct business functions on behalf of providers

ÅMost providers have an I&A account and most organizations have 
authorized users

ÅContact End User Services Help Desk at 866-484-8049 for support



Account Setup



Sign In Page

Åhttps:// nppes.cms.hhs.gov/IAWeb

ÅAccount creation:

ÅEmail address

ÅSecurity questions

ÅIdentifiers (name, contact info, 
SSN)

ÅSign In

ÅRetrieve forgotten 
password/username

https://nppes.cms.hhs.gov/IAWeb


Welcome Screen

ÅLand on Hometab at sign-in

ÅTwo additional tabs:
ÅMy Profile
ÅMy Connections

ÅMy Profile
ÅView/edit info
ÅView/edit employer

ÅMy Connections
ÅView/edit connections
ÅView/edit authorizations



My Profile

ÅMy Information
ÅModify information

ÅModify primary e-mail 

ÅChange password/security 
questions

ÅEmployer Information

ÅView/manage employer

ÅAdd employer



Add an Employer

Å/ƭƛŎƪ ά!ŘŘ ŀƴ 
9ƳǇƭƻȅŜǊέ ōǳǘǘƻƴ

ÅEnter NPI (or other 
parameters) and 
ŎƭƛŎƪ ά{ŜŀǊŎƘέ 
button

ÅResults display 
below



Add an Employer

ÅClick the radio 
button next to the 
name of the 
employer

ÅChange/add e-mail 
address identified 
with request 
(optional)

ÅSelect role you are 
requesting



I&A Roles

ÅAuthorized Official: signatory for your organization authorized to legally 
bind the organization in agreements

ÅDelegated Official: managing users, updating account information for 
your provider/organization

ÅStaff End User: working in approved CMS applications for your 
provider/organization:
ÅNPPES (NPI management)

ÅPECOS (Medicare provider enrollment)

ÅEHR Incentive (Medicaid Promoting Interoperability Program)



Authorized Official

ÅAO requests must read and agree to statement

Å/ƭƛŎƪ ά{ǳōƳƛǘέ ōǳǘǘƻƴ ōŜƭƻǿ



Authorized Official

ÅMust submit IRS Form CP 575, an Internal Revenue Service (IRS) 
generated letter granting your Employer Identification Number (EIN)

ÅLink to approved alternate documents available


