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About I&A



|dentity & Access Management

A Created in 2013 to streamline CMS business functions

A One account allows access to three other sites:
A PECOS (Medicare enroliment)
A NPPES (NPI managenent
A EHR Incentive Program (Medicaid Promoting Interoperability Program)

A Creating an I&A account does not automatically enroll users in
Medicare, register for NPI, the Promoting Interoperability Program, or
perform any other actions in these systems



|dentity & Access Management

A Users may be providers or other individuals employed by organizations
needing access tousinessunctions

A Authorized users can:
A Addand manage staff fagmployers
A Conduct business functions on belwdlproviders

A Most providers have an I1&A account and most organizations have
authorized users

A Contact End User Services Help Desk a#88®049 for support



Account Setup



Sign In Page

https:// nppes.cms.hhs.gov/IAWeb

S" Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Authorized users are able to sign in to the Identity & Access Management System. If you are a new user you must first register.

Account creation:
A Email address
A Security questions

A dentifiers (name, contact info,
SSN)

Sign In

Retrieve forgotten
password/usernamé

Sign In One account to access multiple systems

* indicates required field(s) Create one account with the Identity & Access Management
System to manage access to NPPES, PECOS, and EHR incentive

access your

* User ID:

* password:

Use this system to register for
Medicare or update your
current enrollment information.

Forgot Password

Register to receive EHR
incentive payments for eligible
professionals and hospitals that

Retrieve Forgotten User ID

adopt, implement and upgrade
or demonstrate meaningful use
with certified EHR technology.

| ]
n Use this system to apply for

and manage National Provider
Identifiers (NPIs).

Enter your PIN

Natonal Pan & Provider Enumeraton System

Quick Reference Guide Frequently Asked Questions
Overview of features and tools Answers to common questions about registration, who
» to manage your account. P should register, and how to manage your account.



https://nppes.cms.hhs.gov/IAWeb

Welcome Screen

A Land orHometab at sigAn -

A Two additional tabs:
A My Profile
A My Connections

A My Profile
A View/edit info
A View/edit employer

A My Connections
A View/edit connections

A View/edit authorizations

_A

&S Centers for Medicare & Medicaid Services

Identity & Access Management System

Home My Profile My Connections

Logged in as JohnDoe286 Sign Out

Help

Home

Welcome to the Identity and Access Management System!
Are you an Individual Provider?

We have not been able to locate an NPI record that matches the information you provided.
If you are an individual who provides health care services, please register for an NPI (or
update your existing information) before you login to any additional CMS systems.

Are you responsible for an Organization?

News & Alerts

(@ EUS Contact Information:
External User Services
(EUS)

PO Box 792750
San Antonio, Texas 78279
https: //eus.custhelp.com

If you are the Authorized or Delegated Official for a Healthcare Organization (or a 3rd Party Company, such as a billing or

credentialing management company that does not provide health care services, but works
select the My Profile section and add your employers to begin the approval process.

None of above?

on behalf of health care providers),

If you do not match either description above, please review the Frequently Asked Questions (FAQ) below and/or contact your
supervisor and ask that they invite you to register as a member of their staff. If they have not registered already, they will

need to do so.

Quick Reference Guide
Overview of features and tools to manage your account.

Frequently Asked Questions

/ Answers to common questions about registration, who should register, and how to manage
7

your account.




m ‘ S Centers for Medicare & Medicaid Services 120 ot anman " O
y ro I e Identity & Access Management System Help

Home My Profile My Connections

My Profile

My Information

. . . Name: John Doe Home Address: 719 w Holly Ave
A Mod |fy information bate of sirth: 07/07/1501 e ) R

SSN: XXX-XX-0290

A M od Ify p rl l I Iary ar] al I Business Phone Number: 888-123-1234 X 222 Personal Phone Number: 703-430-9207
Fax Number: 888-909-9999 Modify My Information

. Primary E-mail Address: john.doe@email.com Medify Primary E-mail
A Change password/security

q u estl 0 n S Password
\ Your Password will expire in 60 day(s).

Change Password»

Security

Change Security Questions & Answers »

A E m p I Oye r I nfo rm ati O n Employer Information
A View/manage employe My Rolewith ths My Stots With s pecos  pun  NEPES
A Add employer N

No Employer Exists

If you wish to add an employer, click "Add an Employer". | Add an Employer

Changes to your access to a provider in PECOS or the EHR Incentive Program may not take effect for up to 8
hours.

If you are requesting to be an A0 or DO for an employer and you are an approved AO or DO in PECOS for that
employer, your request will be automatically approved within 24 hours.




Add an Employer
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A Enter NPI (or other
parameters) and
Ot A O]
button

A Results display
below

R

| Employer Information
c_) dz Employer =

MNo Employer Exists

If you wish to add an employer, click "Add an Employe". | Add an Employer |

My Role with this
Employer

My Status w
Employer

~r

NN &

oS-

Organization Name: NPI:

First Name:

1528348414 Search

Last Name:| |

City: State: |SE - Select One [v]|zIP: |
Search Results
Name ::mg Business  wp1 Address View NPI View Other Name
Cox Pharmacy 1528348414 5170 Sumerduck Rd | View NPI(s) View Other Name(s)

Sumerduck, VA
22742

United States




Add an Employer

A Click the radio

button neXt to the Search Results

n am e Of th e Name 2:"'9 Business NPI Address View NPI View Other Name
-——___———-———‘——~
em p | Oye r P ®  CoxPharmacy 1528348414 5170 Sumerduck Rd | ViewNPis) | View Other Namels) |

Sumerduck, VA
22742
United States

. [ Important Note: Once approved, Authorized Officials and Delegated Officials will automatically have access to all
‘ h an e/add .eT] al I Business Functions for their employer and any provider they have been granted access to. Staff End Users must be
granted access to Business Functions by an Authorized Official or Delegated Official of the employer.
* Identify the Contact E-mail Address for this Employer:
Wlth req u est Use My Primary E-mail Address OR Enter Employer E-mail Address: Confirm E-mail Address:
-

—>

* please select the role you are requesting for this employer:

- Select One —

Authonzed Official (signatory for your organization suthorzed to legally bind the organization in agreements)
/ Delegated Official (managing users, updating account information for your provider/orgsnization)

Stsff End User (working in spproved CMS applilcations for your provider/organization)

A Se | eCt ro I e yo u a 1f your employer information does not exist, please select "Add Employer Not in List". | Add Employer Not in List
requesting ECNY | -




|&A Roles

A Authorized Officialsignatoryfor your organization authorized to legally
bind the organization iagreements

A Delegated Officiamanagingisers, updating account information for
your provider/organization

A StaffEndUser workingin approved CMS applications for your
provider/organization:

A NPPES (NPI management)
A PECOS (Medicare provider enroliment)
A EHR Incentive (Medicaid Promoting Interoperability Program)




Authorized Official

A AO requests must read and agree to statement

* Please select the role you are requesting for this employer:

| Authorized Official (signatory for your organization authorized to legally bind the organization in agreements) v

I attest that I am an Authorized Official for the employer listed in this registration. My signature legally and financially
binds this employer to the laws, regulations, and program instructions as established by the Centers for Medicare and
Medicaid Services (CMS). By selecting the box below, I certify that the information contained herein is true, correct, and
I authorize CMS to verify this information. If I become aware that any information in this application is not true, correct,

or complete, I agree to notify CMS of this fact in accordance with the time frames established in <42 CFR Ag
424.520(b)>.

* I have read, understood, and agree with the above statements.

Al t A01 a{dzYAl¢ o EENN) | -




Authorized Official

A Must submit IREorm CB75, aninternal Revenue Service (IRS)
generated lettegrantingyour Employer Identification Number (EEIN

A Link to approved alternate documents available




